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name: Levi [Leh-VEE]

background: Ph.D. (Hungary), research stints in UK, Brazil, and Singapore.

role: Senior Scientist @ A*STAR, Singapore

focus: Network security and privacy in next-generation networks

passion: Privacy enthusiast → run my entire digital life off the cloud

track rec.: Mostly academic, but a few Industry-focused events: 
- Black Hat: RollBack attack on automotive keyless entry systems
- OVS+OVN: Algorithmic complexity attack on OVS

why am i here: Traffic analysis → wireshark/PCAP → something was strange…



Motivation
The Fastest Protocol Nobody Can Find



Latency in the Modern Web
The Problem 
• Surprising number of packets and handshakes 

required to load a modern web page
• airbnb.com index page: ~6K packets…

• …and it’s not because of the media elements!
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The Paradox: it won’t be getting any better!
• Adoption of privacy & security-enhancing protocols (e.g., DoH, ECH)

• more and more layers and handshakes → increased latency
• How about QUIC? 

http://airbnb.com


Key improvements:
• no Head-of-Line blocking
• faster connection establishment 
• Default encryption for enhanced security

Promise and the Rise of QUIC and HTTP/3
• Transforming the web landscape

• more than 8 million site already (try to) benefit from it*.

Sept 2025        

5*https://trends.builtwith.com/websitelist/QUIC

Jan 2026        

It’s the fastest protocol that’s running late



Background
Recent evolution of the underlying ecosystem 



Enhanced privacy with DoH and ECH
• Along HTTPS evolution, DNS remained plain-text

• Revealing sensitive information (i.e., the domain being visited)
• BUT: many security/privacy/convenience solutions based on DNS

• malicious domain block, ads, parental control, etc.
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• Let us encrypt DNS:
• DNS-over-TLS (2016)
• DNS-over-HTTPS (2018)
• DNS-over-QUIC / DNS-over-HTTP3 (2022)

There is still a privacy leak
• SNI in the TLS handshake (Client Hello) is still there

Solution
• TLS 1.3 + Encrypted Client Hello (ECH, 2020)
• (first proposed as eSNI in 2018)



Encrypted Client Hello and DNS HTTPS RR
• Encryption requires keys (to be distributed)
• Let’s use DNS for that → DNS HTTPS RR (RFC 9460 in 2023)

• (note: ECH for DoH: chicken-and-egg problem )
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Nowadays:
• “crazy-privacy” mode in your browser (e.g., DoH, ECH)

• DNS HTTPS records are queried
• why “crazy privacy”?

• If you don’t encrypt DNS, why use ECH?



Evolution of HTTPS records
• DNS HTTPS records were evolving
• not only for “crazy-privacy” mode but:

• “Providing alternative endpoints.”
• “Supporting non-default TCP and UDP ports.”
• “Providing an indication signaling that the "https" scheme 

should be used.”
• “Connecting directly to HTTP/3 (QUIC transport)”.
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If the standards are there, why do we need so many packets  to 
be exchanged?



Persistent Challenges in Web 
Security and Performance
ECH implementation paradox, DNS knowledge gap, QUIC vs TCP, 
efficiency dilemma



Security vs. Performance
ECH implementation paradox
• Ironic twist: 

• browsers request HTTPS records in “crazy privacy” 
mode only

• additional security and privacy layers introduced
• to achieve faster connections ???
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QUIC vs TCP Efficiency dilemma
• determining QUIC availability takes longer than 

simply using TCP and HTTP/2
• Contradicts the primary objective to enhance speed

DNS knowledge gap
• website administrators often lack expertise in DNS 

management
• HTTP/3 indicators not received in advance



State-of-the-art
Deep-dive into a packet trace
Introducing WebTrafficSphere



Introducing WebTrafficSphere
Our open-source tool to address the analysis 
challenge
• Automating website visits with configurable 

privacy/security settings
• Containerized to eliminate background noise
• Highly configurable (toggle DoH, QUIC, ECH, or 

even Tor)
• Capture full packet traces with encryption keys
• Process PCAP files with tshark and Zeek

13https://github.com/cslev/WebTrafficSphere



Traffic trace breakdown: airbnb.com 
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DNS for Let’s 
Encrypt for 
OCSP

connecting 
to firefox 
services

From a fresh browser start – some examples are highlighted



First DNS query and redirection
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First DNS query for airbnb.com (#211)

DNS query again

TLS handshake

OCSP and 
certificate checks 
for airbnb.com  
start here —
DNS, TCP 
handshake, OCSP 
messages

Once connected on port 80 → redirected to port 443 (#935)
Redirect to HTTPS

http://airbnb.com


Redirections continue
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First meaningful query byte 
(#992) - HTTP GET /

DNS for 
www. 
subdomain

TCP+TLS 
Handshakes

Redirect to www.airbnb.com (#970)



Repeat for CDN
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DNS query for CDN

TCP + TLS handshake 
with CDN

HTTP OK from CDN
ALT-SVC header: h3



QUIC to CDN + regional redirect
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QUIC Initial to CDN

DNS query for 
regional domain
TCP handshake to 
regional domain

Regional redirect to .sg
(#1052)

“Btw., I support QUIC”

TLS handshake to 
regional domain



CDN again for the regional domain
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DNS 
query for 
CDN

TCP + TLS 
handshake

QUIC 
support 
in 
ALT-SVC

QUIC 
to 

CDN



First QUIC to airbnb.com
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First QUIC packet
(#1134)

• First DNS packet to airbnb.com is #211
• First relevant QUIC packet is #1134
• 923 packets were exchanged to reach this stage 

Mostly due to backward compatibility and not being aware of 
alternative services (i.e., QUIC) in time

http://airbnb.com


How is it supposed to work?
Utilize HTTPS records, but what if they are missing?



Rely on DNS HTTPS records (RFC 9460)
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• Inform the browser about HTTP/3 in the first DNS response
• …after the A record

• Browser can straight away initiate QUIC connection 
• Significantly reduce packet exchanges

• UDP → no TCP handshakes
• encrypted by default 

• no port 80 → port 443 redirect!
• TLS handshake “baked-in”

• SOTA: Cloudflare knows this very well
• they set these records for all their customers [1]

[1] https://blog.cloudflare.com/speeding-up-https-and-http-3-negotiation-with-dns/

https://blog.cloudflare.com/speeding-up-https-and-http-3-negotiation-with-dns/


What can I do for those not set?
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• Wait for the whole Internet to catch up?

• The problem is clear…
• Augment DNS responses on-the-fly?



ApexDNS
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• Aims:
• Augment DNS responses on-the-fly
• Locally - do not interfere with the DNS ecosystem

• Do not run a modified local DNS server (overhead+mgmt)
• Avoid inconsistency →Do not tamper with original records (e.g., A, 

AAAA, CNAME)

• Gather intel about websites in advance
• Transparent - no client addons or extra requirements



ApexDNS
DNSDist proxy
• PowerDNS-based proxy for load-balancing 

• as a stub

• Provides encrypted access to upstream 
• Privacy preserved with DoH to recursive resolvers like 8.8.8.8

• Provides encrypted access to downstream
• Your browser can send DoH queries to this stub resolver
• (important for the “crazy-privacy” mode)

• Scriptable via a Lua-interface
• Not just a simple proxy - can manipulate messages!
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ApexDNS - Two approaches
Naive
• Matching on HTTPS records of main domains

• e.g., augment response for www.airbnb.com

Advanced
• Matching on HTTPS records from third-party CDNs too

• e.g., augment a0.muscache.com too
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http://www.airbnb.com
http://a0.muscache.com


Evaluation - #packets
• #Visits = ~100
• ~50% reduction in 

the number of 
packets

~50%

• First QUIC packet 
~20% earlier

Note: I had to use VPN as UDP (i.e., QUIC) was dropped at the firewall → introduced some extra bias once in a while
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Evaluation - time to load
• #Visits = ~100

• First QUIC packet ~20% 
earlier → ~20-35% faster 
page load times

Note: I had to use VPN as UDP (i.e., QUIC) was dropped at the firewall → introduced some extra bias once in a while
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Current state (Jan 2026)
• Is everyone doing it wrong (except Cloudflare)?

Top 5000 

domains

Tranco list of top 
domains (2025)

705 

domains 

HTTPS records

375 

domains 

“H3” in HTTPS 
records

1254 

domains 

QUIC support

25% 56.2%
30%

Top 5000 

domains

google crux list of 
top domains (2026)

3371 

domain 

HTTPS records

1302 

domains 

“H3” in HTTPS 
records

1956 

domains 

QUIC support

39% 172%
66.5%

Zero benefit

70% of QUIC- 
enabled sites

Zero benefit

33.5% of QUIC- 
enabled sites
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6 out of 13 providers
are Cloudflare

Fun Facts (Fun?)



Future work

• ApexDNS is just a Proof-of-concept
• bunch of scripts to 

• make your “own Internet faster” 
• Do evaluations and gather intel

• No pre-loaded HTTPS records for all domains 
• must be done regionally to hard-code the best IPs

• Plan: Automating the whole process
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Main takeaways
⚠ The Problem: QUIC is only "Quick" if the client knows it 
exists before the handshake. 

• Missing DNS records = wasted protocol overhead.

📢 Network operators and service providers: 
• Adopt DNS HTTPS Resource Records globally. 
• It is the modern standard for protocol discover.

📣 Customers (whose service providers are not here): 
• Bridge the Gap with ApexDNS
• Use ApexDNS to ensure you always find the "fast path."
• Update your browser → query HTTPS without crazy-privacy, enforce HTTPS

31



Thank you
Levente Csikor  (csikor_levente@a-star.edu.sg)
Dinil Mon Divakaran (dinil_divakaran@a-star.edu.sg)

ApexDNS WebTrafficSphere 

Several images were made with Google Gemini’s Nano banana. Thank you AI :)


